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909590350 53W5330L  LOToboLEHMML FBsMO  0bGEHYMgLoLs  LsdbgGOM -
LEAHMGHIY0M0 bollosmol 3009MBIGOMbYJODY, MMIgmOL 1330w Mo LodlabwMgdo
(®CB, ®CO s PCTBK) 006z 0b650MPMbBgdgb  §ody3sb  Mmel 439960l
3009MHMLIBOOLMGIOL  MHBOHMB3gwymazol  Lsgombgddo. 2013 fiewols 15 056356U,
39L39MLIOL WHBdMOSBHMMO0L Jog 30dgMHKsddmEo Jugerol Red October - ol (s®ligdmdls
AmbyBMYOs, Gmd gl Jugero  FMFomdES  OMLIPOL  B3gEosMo  LHALEBLYMYOOL
©535¢9093DY) 2oblbol 8909y M90m©Ybodg ©®9gdo, 3woE0dge 3MGHobds bgwo
dmofgMs  dIsBgdsL, OMIWol  Msbsbds  MHMLgMOlL  BgEIMOMEMO  IoIOHMYOOL
Lodboby®l  (PCB) 5350 gdL  F9ddbsls Lobgardfogm LoliEgdgdo dodsM oo
939460l 3603030 0bRMILEGHOJBHIMOLS s JE0sbs 3mA30EHIOwo Jugerol
3009639393900L256 53306 MDBOMHMB39WYMBIBY. IGYOL 9Ju3gMEHgdo Bookbyz9b, BT
3m@Gobol g ¥3Mdsbgds  OMLgmol  0bxgMOTsEzoMEo  MLIROPLMGIOL  3mero@ozolb
3963005690590 5(10L gosdHy393¢ 0 36083690MdOL dJmby.

50530060MmMws, 2012 ferol dmemb, bgbs@m® OMLEsE  4o@GIM™30L  doge
060goMgdmo  fobosogds  Gligmols  3009HNLIROMLMGdIOL  LGHMOE YO0l
3033wgdbmEo oMol  Lsgombgdols 893w9dsggdol  globgd, o6  [omBmoygbl
36M0MmO0GIAHIL, 306500506 HMLgIOL  BgOIMHSEO0L  LEdFML 56 A55Bbos  LsFoMm
30039396305 8399490 J0TsMHMNEGOOm.

Lo0bGHYMHYLMS, MMI  30d9ONMLIRODBMIOOL  LEZOMBOL oMW gWwH  Mg0ddo
39630056905, 8mdog5¢do 259m0f393L 9633979 ©30MHOL30MYOL LodbgMMgdLy
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139300 BodLobYMHGIL FMMOL »REIGOSTMBOWGdYdOL Jglobgd. gl 3OHMEglo O
393e9bsls 0Jmbogdl Hlgmol 30096 LsMEWMBOL BsFMYSE00gdOL Lsdmemm F9w9gaHY,
306500056 X 96 d Mg 56 560l 0339490 Abs3LO LEOWJEIOOL 39ddbom MHMAMO
39056500 ©qds MBWYdIAMBOMGd900 s 3OMELT0 BsMMVIEMBdS, 56 SMLYIMIL S193Y

LEAHOMIBHMOME - MOHYBODsEGOIEO Bd9Ds.
939460l 0683MmMH 5300 MBsROMHMGBOL MO39 YMT3ST0 Y39 13305 E
Lodboby®l (OCE, PCO s PCTOK) msgobo ob@gmabo s gmbJgos goskbos, Mog

39M339whowo  9Hobssmdgagds  ggmmgdmeo  d@sGHdoL  Abasglbo 30096
Lo®emdol” (U.S.CYBERCOM) 89Jdbols 0gols s 060305@035L, Hmdgaroi 0og0l
©@OMDY OMYMB0obds Fo9moggbs s FbomF Mo 0dbs MmO ymzowo dobolEmol

b9MHM3M30L, 0Ly  587500bgwo  FobobGHMmol dmoaml  dogm. 396 bgMbgds
963569000L56 LEABIOMGIOLS S B3YEOIW OO LEALIbYIMGOOL BMEJ30Mmbogrme -
LEAHOMIGHMONo  A5Fox3bs. FodBHoMMSE, OO  30dYOMBIROMDMYdOL  LogHmm
LEAOSEIFO0L Lo3ombgddo Tool LsdbgMmMgdoLs @S LB3gEosEMo  LsdlabwEmgdol
LobJOHMbOBsE3OOL 3MM3gLOL3GD, MoE 390339 MHOL3JdOL 9933390 0469 3535
Jd394bolongol, 306506 oMo  oMdMMBbEds  d39  BosMBMmgdl,  Loss
3009MHMLIBOHMBMGIOL 37935L 976905 AgMEOGHIMOLLMZIBO Mo LGsMGM BEMIGHJRO0IO
Log3MMHYgOOL Fgi35B9gOOLIL S DM, JOHM361WOo MLITROHDBMYGdOL bogz0Mbyddo.

d0bgo350  BgIMI0bodbmols,  MHMLgmol  MIodmMgdol  BGLIMSIOO
Lodboby®o (PCB) 339 9JBH0Gs© w9domdl J399bol gMmosbo LobiEgdol 9ddbsby,
3903 809856090 046905 30896 T9(393900L 5©0TMBGBIBS S OBOMLOEIGdSBY. 51939
5M5MB0E0SMOHO 0bxm®mIs300m, PCB - b 16 - 9§ oMgIBHMMsGHOL 3MbEMMEOL 390
0994mx390s OHlgomol 353900y dogmo GLOLYdo. Lsdbobwmemo syMgm3g 8035
3ddomdl 35390 sbseno MHglyOLYdOL 3Mmdogdsly s Mo30l LolaMygdrme 3MHM3EgLdo
BoO35Dg 965 oMEGHM J399b0l oabom, s6M5dg MEbmgmdos, ®sdog 51939 sdGHocms©
9dmbsfogmdl Hlgmols Logsegm sHB39M30L LodlsbmMo (CBP).

356b29309079871070 60280010 2089639593960

\-a g

Omgomol  dog  29bbmGmEogwgde  36mdo 3089689393908  Fgodegds
903539003b6mo:

1) 2007 ool s3Gogo - ds0bdo, Mbgmbs s JuAMBIDL FmGol SGLYdMEO
3060013060905  FOWI0DIMPS  LYHOMBM 3009603933500, OHMIEOL

©OMLYE  39M339M0  @OMOL  4963s3emdsdo  Jofizmdgro  ogm
ILEH™BMOH0o 06EgMbgE Mglm®LgdO.
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http://www.fsb.ru/
http://www.fso.gov.ru/
http://fstec.ru/
http://www.arcyber.army.mil/org-uscc.html

2)

3)

4)
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2008 {erob s3Mowrdo Glgmol IBOHOEL Asbbm®mEogw@s dsloMgdo
30096 993935 H50M M530LIRs G3MOM35Ld O BOPOM MO30LMREYdSBY.

2008  ferols Qo
356bMM 309 gdMo 300960393 93700.

03bollo 03woldo  @o@30L  3009MLo3ME) by

2008 ool 03¢0l - s330LGH™do HMLgmoL FBOOIE dmbs 30896 9@ 9g3o
LodoOM3geml  3009OLOZOEIDY, o3 Dmaogdmo  gdudgM@GHgdol  doge

99535Ls 3939 MMAMME FoLIEHOMYMHO boliosmol ,Ls0bgmMIsgom mdo®
809500090 BodsMmz39wml Fobsomdogy.

5) 2008 - 2014 fcwgddo  GMLgmol  dbOHosh  boLEgdeG Mo
bmO 309 gdm©s  3009MTY3HI30 Bodo@mggermli  Fobogob s Logodgm
boddgoms  LodobolGHmmgdol,  s0dmbogwgo  93Mm30L  J39969d0L

Lobgarolbyzwgdm, Lodbg®m FodmMmoygbermdgdol, NATO - s s OSCE

- b bs0@gdbg, Mo HoM3mmagbowos sbMHowrdo.

Malware

Targeting

Russian Attributes

Evolves and Maintains Tools for
Continued, Long-Term Use
e Uses malware with flexible
and lasting platforms
e Constantly evolves
malware samples for
continued use
e Malware is tailored to
specific victims’
environments, and is
designed to hamper
reverse engineering efforts
e Development in a formal
code development
environment

Various Data Theft Techniques

e Backdoors using HTTP
protocol

e Backdoors using victim
mail server

e Local copying to defeat
closed/air gapped
networks

Georgia & the Caucasus
e Ministry of Internal Affairs
e Ministry of Defense
e Journalist writing on
Caucasus issues
e Kavkaz Center

Eastern European Governments &
Militaries
e Polish Government
e Hungarian Government
e Ministry of Foreign Affairs in
Eastern Europe
e Baltic Host exercises

Security-related Organizations
e NATO
e OSCE
e Defense attaches
e Defense events and
exhibitions

Russian Language Indicators

Consistent use of Russian
language in malware over a
period of six years

Lure to journalist writing on
Caucasus issues suggests
APT28 understands both
Russian and English

Malware Compile Times Correspond
to Work Day in Moscow’s Time Zone

Consistent among APT28
samples with compile times
from 2007 to 2014

The compile times align with
the standard workday in the
UTC + 4 time zone, which
includes major Russian cities
such as Moscow and St.
Petersburg

pystrer: Chart by FireEye
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https://www.fireeye.com/
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9L 3009639393900 bMOE0IWEIIMEE HNLNO 3539HNWO IR FIBJOS
APT 28 - ob 8096, 66MH®Igbsg 9M5maB0305¢OH0  0bgm®dszoom,

3mM6O0bs3gosl MHg3l Mmbgmol B9gEIMHsIOHO MdodMmgdol LsdlsbwGo
(OCB). X yMNBIOOLM3Z0L bILOsMYOIE0S MMHT53500D 3561013930l
Bom3w0m, 00l 8 Bo5mM0EIL LEPSAML 6 LYo FYFoMds. 30039
APT 28 9ambso Bobm®o  Fodmmdol, dogcsd 9909y  9JudgBos
MdM93wgLbMds  IMfIMbs, ®Md APT 28 5ol Glwmwo 353960090

OXAZMIBIOS,  OMIWOoL  1og9MOM©OM 5SROI IOIMJMSS  LbobdE -
39(396M0MH0;

6) 2011 - 2014 fegddo Gxylgmol FbG0b gobbm®mEogws 39M3s696¢ o
3009639393900 8996009090 JE53HJool 15305(330L5 s MLIBOHDBMGdOL
LAHOMISHMON  J3905659MRGdBY. oo TGOl oym  396GHombols s
963670 MLegOmMbMmgool  bosagb@GmL  (NSA)  ©9356@Hsd963gd0
dm399Mwo 3009039393900 OML  godmygbgdmwo odbs 853690 mEmo
30maGds (malware) “Uroburos”, ®mdgools 99bsbgd 3063900 49653bsgds
3993905 393560 ds MLsBOMbMgdOL 3mB35605d G Data Security - d;

7) 8996900 IBHoGHJO0L  B9OIOMEMmO  bogsdmdogdm  dowmGml  (FBI)
3963bosgoom, 2014 (erol s330LGHML s MoEbzgddo sbbm®Eogw s
dsLloMm9dmeo d9¢ 930 »ALbzogl 35639 JPMorgan Chase & Co. - bg. 30096
39%930L Hyorm dmomEs MHLgm0sb.

sli2265

gm0 AbmREomb 0bxm®mIszome LogMgdo HoMmdmoygbl 9OHm9Mm Fmogz5M
dmd5dql, MHMIgeoE 9035 963005693 Moz30lL  FglsadErgdeMdIBL.  J399obals
399605 39dog0 063HYMgLYdO s F0BBYd0, HMIgerms Jorfigzolm3zol ol LydbgGmM s
3030300 d9LsdgIMIgOOL 35MOWIWIMS© LY MBOM 5gG0vIMs© 0Ygbadl
06g3m®ds309 LogmEL.

900 do 06BMOTS30ME0 MLITRODHBMGOOL 0O Gds 5 9BO3BY 08YMRIdS
SbEols B53MYs¢0dgd0LS S 9OBYOIEOL MHIBMOHIOMGIOL LEo0sdo. §3994sb658o gl bgzgGm
olgg ®Bgds 139305MO LsALEBYMYIOL 3MbEMMEOL J398, MOL 35GHEIGEIMHSE 0fygds
M0l 4963056905  Fg0sM9©gde  doergddo, LOs3g 99339 9MLYOIMAL  Bobgzms©
L50YIM §3909659MmRGO0, OMAE GO0 F9domdIb 5HSToMEHM 30096 T9EH930L 893539d5L5
QS 50339M0DY, 90539 1935053 SbMOE09E09b 30096 T93H939dL. MHMLgMTs s0fiym
Logombols 80dstron 3033cgdum®o doamds, Gog 6odbsgl BydoldogMo LsdbgMHm mvy

Lb3o Lobol 255dGH0emgds (3m0 032960, 93mbmdozMo, LmEoswmo) 80dobscrgmdl
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https://www.nsa.gov/
https://public.gdatasoftware.com/Web/Content/INT/Blog/2014/02_2014/documents/GData_Uroburos_RedPaper_EN_v1.pdf
https://www.gdatasoftware.com/
http://www.fbi.gov/

350396 1s3565dY

063m®ds0e LogMgdo Tgbsdsdolo MboldogdgdolL go@sMgdom, 3009MHT9EHIZ00
M39M530900L Psmzom.

B90Mm50b03bwo@b  499mdEobsdg, Tgodwgds BMYsIE  BIIMZ5YS0dM™

gomol  0bxzmEmTs30wo  MLsBOMbMIdOL  3mwoEolzol 39090  JoOHOMOWO
803500 9d900:

- d394bob LogPHom Jbgamol, 36M03039wo 0bxzmMds30wo
0b6g3M5LGHOMIEGHOOL, 3330MEIMME0 BoLEGHYIYOOLS s FMTB>MYOY DS
(332

- LYBMINWYdMH0Z3 - bmMTsGHomwo  dsBols s LEFIMOWYOdMH030
©®boldogdgdol LErmeymas;

- bsY3b09m™M - 3393000 LBoMTomgdol FomBmgds, o3 1939 Bmo33L
1930b5M9gd0L, 316539M96(30930L5 O 3063MOLYOOL BoEHMYO;

- 300960LsgOHmMbmgdols MBEOHMB3gymaol &9dbmemyomco
Lo 9d900L 09999853900Lm30U, Do60mgd5/obgMaz0Ls Qo
3°90yg9b900Lm30L Lo FoMHM 30MMdgd0L d9Jdbs;

- Lo3oO™ 30@030l 396300069005 @5 LomOysbobsgom
0mbolidogdgdol LOHyrymas;

- 5Q30™mdM030  39Mdm  UgdBH™mOOL  [omdmIsygbrgdmsb o
L59M5MOOLM PMbYHY 1565FIOMIMBOL MEOYIBOBYDS S FOTBIOMYDY;

- 0bgm®mdsgome  LogMagdo  dmdbdsmgdgwms  meb@dmbm  Jgg30L
3990EGHMOOL BMOT0MYds 5 39B30m569ds;

- 890565090 doegddo 0bx3m®As30v)mo  MLOgOmMbMgdol Lolgdgdols
2496300056905;

- 068m®3530w0 MBsROMbMYdOL doegdols s By sEgdgdol 3030
dBoymxbo.

Logo®m39eml 9M™36mw0 MBsi®MmMbmgdol 3mbEgnool Msbsbdsw, MHmlgmo oligg
Dot0mogbl LoggMbgls LogoMmzgerml 1396M960@EgEHOLNZ0L s dobo gemzbmwo
MBoRMMbMgdoLmZoL.  sg3g  MMLgmOl  8993HJ300  9gBHOMOMDdS  0bFMEOTs30Yw
Lo3mE3900 29633990  LogMmbol T9d339w0s  LodosMmzgwml  3009MHLOZMEOLMZOU.
LAHOGOLGH0IS  9b39690L,  GMT  Lodo@mgzgwrml  30090LOgME)  SMOL  9MMIMMO
3M0MmMH0GIGHMo  Olo 353900 EOIXAMBIOGOOLMZ0L,  BMIgEms  JOMOMOE
309943H90L oMY gbL 5M535MEHM LoTMOZMMDdM, 565890 51939 396 1) Bodmdswsdm
L9gdBH™OoL Loo@gdo. Abgsoglo 30096 F9Eg3900L d0MOMOEO JmEH030 ML Bodwydom
30 39L0L 35MH5E0DBYdS s OBFMODs300l FgaM™mggds.
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1) Conceptual Views Regarding the Activities of the Armed Forces of the Russian
Federation in the Information Space, by NATO Research Center, February,
2014;

2) “Information Troops” — a Russian Cyber Command?, by Keir Giles, Conflict
Studies Research Centre Oxford, UK, 2013;

3) “The Battlefield On Your Laptop”, K. Mshvidobadze, Radio Free Europe/Radio
Liberty 21 March 2011;

4) “Russian Views on Information-based Warfare”, by 7T.L. Thomas, Foreign
Military Studies Office (FMSO), July 1996;

5) “Electronic Warfare”, US Joint Publication 3-13.1;

6) http://www.dia.mil/News/SpeechesandTestimonies/ArticleView/tabid/11449/
Article/570863/statement-for-the-record-worldwide-threat-assessment.aspx

7) KOHIIEINIINA CTPATETMM KWBEPBE3OITACHOCTHM POCCHUMCKOM
OENEPAIIVIN, IIpoexr, 2014;

8) KubGepmpocrpaHcTBO. AMepHMKaHCKas U poccuiickas KoHuenuuu, Parex
Bepracos, 2013;

9) INTERNATIONAL CYBER INCIDENTS: LEGAL CONSIDERATIONS, by

Eneken Tikk, Kadri, Kaska, Liis Vihul, 2010;

10) Attps.//public.gdatasoftware.com/Web/Content/INT/Blog/2014/02 2014/docu

ments/GData Uroburos RedPaper EN vl1.pdf.
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http://www.dia.mil/News/SpeechesandTestimonies/ArticleView/tabid/11449/Article/570863/statement-for-the-record-worldwide-threat-assessment.aspx
http://www.dia.mil/News/SpeechesandTestimonies/ArticleView/tabid/11449/Article/570863/statement-for-the-record-worldwide-threat-assessment.aspx
https://public.gdatasoftware.com/Web/Content/INT/Blog/2014/02_2014/documents/GData_Uroburos_RedPaper_EN_v1.pdf
https://public.gdatasoftware.com/Web/Content/INT/Blog/2014/02_2014/documents/GData_Uroburos_RedPaper_EN_v1.pdf

