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Loddsmnggwm (OCS)3, GMIgeog MOOHMB3gmymal bLEMoGg0 bgerddemgzsbgamdals

5 09Y9d5053mMHoL Mby b 9msbbdgdme 3mddggdsl. ob 0dbgds s1939 9393900
30096MHobsdsmemol  Jglobgd  Logmm®obszom  Loddosbmdoom.  s3sLmsb  ghmo

3990my9gbgdmo 0dbgds sMLGdMo Fglodwgdemdgdo, MHMIGEoE FoBbos Mo3wH330L
Lo30boLEHMML, LosHBZIMZM  LodbobMGdL s 3MEoEosL  (ErMmbmbol  3meroiools
99dGHOMbM 96535 g890mb  dMAMOL  AobymBoEgds, 0bGHYMbgBoL  Jugarol
©5330Ld O 8530305 9L BSEo0L  Hoboswdwgy  J89ggdgdol 396G, SLY3Y
29653 gd0m LYToTo S MMABODBYIMWO EIBIToMEIOL LoodgbG™). TgmEg, gl sGOL
30096MLOBOHOBMYOOL  M3gMsEomwo  396G®o (CSOC), GmIgwos BwbJzombomgdl
Lobgardfonm 35380695009 MdOL FBHodol* doBoBg J. Byw@9b3gddo. gl 5ol sbowro
390H®0, Los3  030MmycMmoeos  Bbgoolbgs  Mfiygdgdol  sMLYdMwo  gMbd309d0
3009MbogMEoL dEAMIsMgMdoL Imbo@MmMmobaols s MMbolidogdgdol 3Mmm®mObsizos
9JLGH®9ME  M9o00905Dg. (396G 1939 39939MIOL 9B ODBL 03 LogMNHYgdDY,
OmIgog  99mdHgds oo dM0GBImOL  3m330EgOIen  JugEgdls s Toom
dmdboMgdgdl, 459m0dmdoggdl  Tgbodsdol ©930mIgbo3E0gdLy @S  LYOBZMOTsz0M
Lobgeddm3zs69wmgdL.

9636990 0bgmILEHOWIEHMOOL o330l 39bGH®OoL (CPNI)> 8935096 mdsdos
3033099396900l sHAsM9doL LabiMoxm Lodlbsbr@o (CERT Service)e.

12011 H9eol 8mbs bE®oE 900l gobsbergds https://www.cpni.gov.uk/advice/cyber/cir/
2 6039 OHa560Bs30s9 s0fiym B3bdzombomgds 2010 Foarl;
3 https://www.gov.uk/government/groups/office-of-cyber-security-and-information-assurance

4 http://www.gchqg.gov.uk/Pages/homepage.aspx
5> http://www.cpni.gov.uk/Templates/CPNI/pages/Default.aspx
6 https://www.cpni.gov.uk/advice/cyber/cir/
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30096 39393900L 8035M™, Mo F0TSOMNW0s 3009MLO3MEII0 MOMNMYMEo drmdssdol,
LOBMYPMGOIOLS O 93bMTozoL MLIFOHMbMadOL3Ib.

2014 Herob ©9398896m3d0” 36093096 - BoboLEBHMOL MaoLTs odmog39gybs Bmbligbgds
3009MHMLOROMbMGdOL LigHmdo 80d8Eobscg LsdMTomgdols s FMBogseo  29399d0L
dgLobgd. gl HoMdmoabl 2011 ol LEH®sEHgR00l FBIMsdFIOH ©M3IMIIBEBHL, Lo
LB LEOIBHIR00L JoBBYdOL ABLMOE09EgdOL FB9Yd0 s LT gdgd0, 3gHAM:

®* 0O 0M0ABYMNO Qobgl AbMBEoMdo JOPIOMNO MBsROMbM sEYOWO
3009ML0gM3930 d0DBBILOL LoHotTMGdEIS;

* 0O d3M0E6gmM0 9Bl MBOM LEHIBOEMMO 300960T9E 939008 0TI
Q9 99390 03358 J39Y6900L 06EgMGL9gd0 3009MOLOgME39d0;

* 0, 3593F306035¢9 S BEBIBOWOHO 3009OLOZMEOL FMOT0MGds, MMIGEOE3
dboeL MFIOL 05 LEBMYSMGISL;

* ©0©E ¥M0FBgMIo  3009OHMLOBOMbMgdOL  3mEboL,  MbsGmgdoLs s
99L5dgdMBGOOL oBOS.

dm39dmwo doBbydol dolomfg3o@ OO BdMOEGEHBYMOL Fmogmmds Bdmdomdls
3009MHMLOROMbMGIOL gOMm36wwo 3OMYGMSToL? BsMAwqddo, 396dM:

o 1350Egbo Jeslol 30396 LOFOMHYGOOL SIMPBIBOLS s sdmgbz®ols
d0Bbom, geHmzbwwo gLsdergdemdgdol 99damdo 4960(3303909;

* 30090565050l sdeg30Ls s 0bFHYMbgEdo doBBYLOL LHocBMYdEs©
33009390 Bomdol  d9650BMbgdol  doBbom,  LEBIMMSEST (3530
M65609080L MbsMYGOOLS S TGUAEGOMDGIOL A5BOY;

® ©O0EO 0MOGBgMOL  3M0GH03Mwo  LoLEBYIYdoLs  ©@d  Jugargdols
MBOHWB39YgMRs LEbMMBOMS S BEBIdOWOMIOM;

* 30096 (36m0096MHgd0Ls s 0MOGHBMEo d0BbyLOL Goliggdol JsGm3ol
253X MdGLYOS;

"https://www.gov.uk/government/uploads/system/uploads/attachment data/file/386093/The UK Cyber Securit
y Strategy Report on Progress and Forward Plans - De  .pdf
8 the National Cyber Security Programme (NCSP).
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9m39999wo 58 Fomgdo BHoMYdS 3009OHLBOMLMYdOL 9MHM3bIEo 3OMYMmSTol
(the National Cyber Security Programme (NCSP)) dbs®s3qG0m. 360maMsdols 30Bbmodmogo
©x0bsBLYds FmBogocmo Mo ol gob3ogermdsdo Jgoaqbl 860 doomb 5mbe
LBEGHYOOblL. 3OHMYMSTol BoBsbos bgwo TFgmhHgml obgom  3MHMgd@gol, MHMIYGdO3
3965300069096 3089OMBROMBMYBdOL FglodgdEMddL s LGN dob39dgb oo
060396900L 3009OHLOBOMLMIIOL dBsBIMU.
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OMIgwog  803MHMdoLZ0L  MHOMBIIWYMRL  3089OMBIBOMbMIdOL  LEHMSEHIROIE
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Quinault s ol ddomdl Lbgs Lobgwdfonm ©Y35MEHTIDGHIOMID s LosRgbEHMYdMb,
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300535600 Mmxz30Lo;

05305(330L LsdoboliEGmm!;

1580530 MOM 3530060l FMO35M0 MBOLO?;

33Mb603530900L5 5 ggdBHOMbEo MLsRMMbMYdOL ©Y35MEHTI6GH0;
960m36w0o 0683MLEHOWMJEMOOL o330l 39bGHMO™;

LogOMgM 5 dMOEIBYNOL MobsTGMIGOMBOL Mmgolio!;

° The Office of Cyber Security & Information Assurance (OCSIA) https://www.gov.uk/government/groups/office-

of-cyber-security-and-information-assurance

10 https://www.gov.uk/government/organisations/home-office

11

https://www.gov.uk/government/organisations/ministry-of-defence

12 Government Communications Headquarters (GCHQ) http://www.gchq.gov.uk/Pages/homepage.aspx
13 the Communications-Electronics Security Department (CESG) http://www.cesg.gov.uk/Pages/homepage.aspx
14 the Centre for the Protection of National Infrastructure (CPNI) http://www.cpni.gov.uk/

5 the Foreign & Commonwealth Office (FCO) https://www.gov.uk/government/organisations/foreign-
commonwealth-office
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Lo9gMMITMOHOLM MOMNO0IONMOJOOL BoMAWIOTO OEO dMOEBINO 5aMdg9dL
MmOIbOHOZ @O IM935wdDM0Z  0965FIOMAMBL 9303930006, NATO - Losb,
060396900l 9b53gaMmdMMdOLs s Bbgs §399690096. mGOIBGOZ0 bSFIOMAEMDS
399090 3MMHJOL MYL3B03ZoLMD, OLMSYEMD, BOBAIZMOMB S 053MmbOSLE6.
396dm, bgeo dmgfgcs MOHm0gHmMYs3900L 39dmEsbwmdgdl 3mEmgol M9g13Id035Lmb
@5 0BG MIB; berewm LObYS3OMID S 053MBOSLML IHY)OIEPOs FMEs3565390900
3009OHMLOROMLMYdOL LRgH™Io dM935IbH030 MsbsTIOMIWMBdOL Fglobgd, HmIgeos

585 feoob doemrEHol 3990 ILEOIYdS; 2015 Hgwb sliggg 039AB90d WOSEMYOL FYgds
060090356 s Bobgommsb.

©OEO 360G YMO [o6mBo@gdom gbdscmnds 930MM 35330601 3009HMLIBODBMGdOL
LEAOEIFO0L BMOT0MJOST0, Lo Y39 FIBLIBOZOMEs 93BIMII3TOMOL (3539w
0936 93996930056 8F0OHM Pob5sFIOMMAMBS. SB939 J3999Bs 3MOL sgEH0MO dMbsfoerg
9363500 MLOBOMBMYOOLs s MobsFIOMIWMOOL  MEYsbobsgool  (gMom)
3009Mb03gM3930 BEOMBOL 50960l Mbolidogdgdols!® dodsMmmeEgdoom.

2014 ool 036030 oo dMOEBgo gobs NATO - U 300960 05305330L
39bGHMOLY?  LOMWYBWIdosbo  936m0.  J3999b6s  396GHGOL  8MFomdsdo  Fgo@sbl
96003690m356L 3ol s  Fomdmoagbowo 0dbgds  gobsmengdol,  Lobifogerm
3GMMAGM539d0L,  JMBLYMBHO30gdoL,  33eg3900Ls s gobgomadgdol  (R&D)
8005MmImgdom.  slg3) ©OEO  BMOGBIMOL  0boEos@0zs  LEIMGH3gEM 30096
350Gb0MmOHMdOLY Jglobgd dm{imbgdmeo 0dbs seosblol {fggzdo 3996900l doge o
50060865 “9gebol LsdoBHoL Y3WsMsE0sdo, 39Mdme ,technological innovations and
expertise from the private sector are crucial to enable NATO and Allies to achieve the
Enhanced Cyber Defence Policy*s objectives®.

3009HMLOROMLMYdOL  9H™mzbmeo  3GmaGmsdol (the National Cyber Security
Programme (NCSP)) @oMpwgddo  sbg3g  gobsblgds oo  d3Mo@sbgomols
0565893MdMMdOL §3996900L Bodgarg3mdmbozs30m MmMYboBIE0Yd0, Moms B> F9dwmb
396300056905 s gHM36MEo 3009MMBIBOHNHBMYBOOL dmEgEol 083¢0dgb@s3os.

0530Mds  53M39goL  3009OHNLOBOMLMIIOL  2odE0gMOsl  FYOIMOLVGINIE
do09ddo, Lo E LETBY O™ M39MSE0JOOL ORIATZoLS WS FIBLMOEFOYEGdsT0 v WREOM

16 the Department for Business, Innovation & Skills (BIS)
https://www.gov.uk/government/organisations/department-for-business-innovation-skills

17 the Organisation for Security and Cooperation in Europe (OSCE);

18 Confidence Building Measures (CBMs) for cyberspace at the OSCE;

19 the NATO Cooperative Cyber Defence Centre of Excellence;

2 NATO Industry Cyber Partnership (NICP);
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Bo3mMys0d@s 30096 153W0d330L 35OEB0MMHMd?!, MHMAEol Jobsbos 0bxgm®mBsgomwo
MBoROMbMYdOL MHBOMB3gwyYmas, Bs3909LM 36030l FoBosMYdS, 3BMdOgMGOOL
5050985 @5 LEGHObIMEGHJIOL ©sbgMY3s. 35MEHBOMOMBS o30Lmb BmMmoisgl 3gMdm
00BbgLols 3599¢@ Ho63MmTsa9bgrls, HMIgErms ImMmob yzgasbg dbbgowo sGols ADS? o
techUK?, 05305(330L 3009OHMLIROMbMGIOL Mmoo MBO05WIMSQ
033099600930 046905 2015 fawl. 0d3s Mbs 0009358, HMI oE dM0EbgmTo
0l939 OMAMO3 8936 299396 39996590 3039OMLBOBOMLMYdOL LEgOHMTo Lodmdswsdm s
LodbgOM F0FsOPNMEGdJO0 I3S3EMOIP SMOL JMMAD6JMOLYD 4oF0XbME0. M3s(330L
LodobolBHMmdo  3009OMLIRODLMGdOL  YBOWE3gEYgMRILY @S M3YMS309dDY
35L9bolidy 1090 BodobolEBHMML go9M00569390 dsegdols LoMEE M. 5Lsb0dbs300,
6Omd 2015 (gl oggadomos 200 - 8y 0bgm®dszowmo  Ggdbmermyogdol
139305oLEBHOLS s 3MMYMHTOBEOL of3930. 9939 YmBoo LsdbxLMMYOOLASE 0ddbgds
9H9M30LGHMS XYMBO 300JOHMLIRODMGOOL J0TSOMNEGOOm.

2014 Herob dséEdo dgoddbs sboero memasbobsigos CERT - UK, Mmdwrols 80Bsbos
30096 0b3000963Hg0Dg M1952060935 @O 0bRMOT5300L  FoB0sMgds NATO - L (936
939469096, 55939 39350 5€0BLMS6.

O 3M0E569mJ0 OO 4B EYds gIMdS 30096 LBIOMT0o LsFoMM ¥bMJOOU,
39650 gdol  doegdols s 3MHMBILOMEO  A9B305MGO0L  3OMEQLL. d1g3g WYL
L5993b0gMHM s 33009300 LOJB0bMOSL. Fgodegds 00g35L, MM 58 0TSO IOO
©OEO ¥M0E56gm0 GOl 9OHMIOHMO (2993560 J3qygsbs, MMIgElisg Lozdsm dmdbowro s
98393AMO0  Logobdsbosmegderm  LobBgds o9al d9ddbogro?® dmogcmmds 9dgdl  sbow
Ao3b6@90L o 94dbols oo Y39y LsFoMM 306MHMBIL, M3mMd olobo BsdmYse0dEbIb
35050 335¢0053035300L  139305e0oLGHJ0s©.  J399bol  bgwolvyRwqdsd  Jgdmomm
Lo0bEIMGLM 0603053039, 3960IME 30d9OMLIROMBMYOS Lb3sEILBIS MBI oLHogwrgds
Y395 LBoLHogwgdgedo sfiygdmeo 11 ool sbs30s6%. gl 0boos@0gs 0dgg3s 0dob

15O gdsl, BT Jgqybols Imgoeodgl s@@OIMO Sb530B 593l 296 339MIWO BMYSEO
Potdmpabs  3009OMLBOMbMYdsDY s 3009MOLO3MEJT0  sOLYOVIE  LoRMMNbYdBY?.

2 the Defence Cyber Protection Partnership (DCPP).
22 https://www.adsgroup.org.uk/
2 http://www.techuk.org/

24 Joint Forces Command at MOD of UK https://www.gov.uk/government/organisations/joint-forces-
command/about

5 https://www.cert.gov.uk/

26 58 3005601 Gd0mM BOOHMLMZOL 35MR0 0d69ds dMOEBIW 319 BE MBSTIOMIMBD;
77 Bg9b0 J399bolomgzgolsg LoobEghgbm 0bogos@ogs 0dbgdms;

2 5300 0BOHEYVS 9399460l 30d9OLOZMEOL WOEMEEMDS s IFOMEIDS MHOLZYdO;
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36MHMyM59980 bmM (309w ds dMswm© d093MMdOL, 39MHAM® BodMIZ3MMdM 3538060
00035600 mgolbol (GCHQ) o9, Hmdgeroi 30mmxgbowwo 4963000060900l 3momboom
056590603 mdl Tech Partnership - b3, bmm @©@sGORoL 9350908096 ©Mbgby
d9LPogeols s 33193990l F0dsODMEgdom MmGBoLo 35MEGHBoMOMBL 11  »dswergls
LolHog3E 09 msb®2. (350039 9GOl godmygmBowro LsTogoLEBOM  3MMAMSdgd0®, LSS
990Bgmos  bummo  Mdspeglbo  Lobffagargdgeo s olgg ®mBolLolL  3s@GM™bogom
bmM 309905 BoliHogwrm 3MHMy™539d0.

99L396GHS SBOO0m, Abs3LO LogsbAsbsMWGdEM LOLE GBS, HMIYEOE Fsz3MIMdOL
9353600 3MmbBHOMEolL 4398 0dyma3gds, Lbgs §o9Y3s6 9399690096 FodoMr»9gdsdo O
0603obgl  Mobmgl  8m3s35¢do LT gdsls  BolEgAL  0gMEOML  FoMSWO
339098035300L5 @S 3MMAGLOMbswo  5sF0sbMM0  MHglELo, S FobOIL MRYOL
9ONIOMNO oEIMO J3999bo.

2 http://makeithappy.cc4g.net/
30 http://www.techfutureclassroom.com/
31 http://www.thetechpartnership.com/

32 https://www.cesg.gov.uk/awarenesstraining/academia/Pages/Academic-Centres.aspx
3 http://www.gchg.gov.uk/press and media/press releases/Pages/GCHQ-certifies-Masters-Degrees-in-Cyber-

Security.aspx
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NATIONAL CYBER SECURITY FUNDING

The allocation of NCSP funding for 2014/15

is set out below. These figures do not
include  spending in support of cyber
objectives funded outside the NCSP. The
chart demonstrates the spread of spend
across the full range of cyber security
activity. The SPend on ,sovereign
capabilities", not broken down here, supports

activity across the Programme.

£2.6mn
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150

100

NCSP budget (Em)

o

2011/12 2012/13 2013/14 2014/15 2015/16

W National sovereign capability to
detect and defeat high end threats

B Mainstreaming Cyber throughout
Defence

M Law enforcement and combating
Cyber Crime

W Private sector engagement and
awareness

M Improving the resilience of the
Public Sector Network

M Incident management/response &
trend analysis

M Education and skills

M International engagement and
capacity building

¥ Contingency

B Programme management,
coordination and policy

96026900 300960L5sREMBMdOL 5930656l90

O053M5990%bg 6563969305 NCSP - ol 2014/15/16 {iergdol 00wx9gE0, LosE J0VIO MIFPHEIOMO
©™bolid0gd9d0Lm30L sdmygmBowos 30 dogombo B1bEO LEIMEOobyo. idgds 56 sB39690L Lbgs
©55306561900L MmEYbMdSL, HMIgEoE beM309wEgds 5G5 NCSP - ob gotywqddo.
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